
 

 

TCBOE Phishing/Malware Quick Tips 
https://youtu.be/nNNDrS6-5Vg 

 
Phishing Email Red Flags 

What are some things to look out for when examining an email that just smells “phishy?” 

● Bogus email address 
Is something misspelled (the sender name and/or the domain)? If so, the email may very well be 
a phishing scam. 

● Email Attachments 
Always be wary of attachments, especially in unsolicited emails. When in doubt, don’t open them 
and ask your IT department or managed security provider for assistance and advice. 

● Hyperlinks 
THINK before you click!  You can always check a link in an email without clicking it. Simply hover 
over the link and the address should appear at the bottom of your browser. If something looks 
suspicious, try searching for that link in a search engine. If that search results page is full of 
warnings and complaints about phishing, then there you go. If the message looks somewhat legit, 
you can manually go to the company’s website directly or call them and inquire about the 
message. 

● Password change request 
An email asking for personal information or account credentials should almost always be avoided, 
even if the sender appears to be someone you know. Look for red flags in the email. You can 
also contact the person or company directly and ask about the request. 

● Poor grammar 
A hallmark of phishing emails is the presence of grammatical errors. Misspelled words, incorrect 
tenses, and just overall stilted language can be huge signs of a phishing attempt, as hackers can 
oftentimes be foreigners. 

● Strange email from someone you know 
If you get a strange email from someone you do know, verify that the email is authentic before 
clicking on any link. Pick up the phone and call them to verify! 

 
Please be sure to back-up important documents/files in Google Drive.  Even if your computer is 
compromised, any documents in Google Drive will be safe.   
 
Please DO NOT open links embedded in any email unless you know the sender and are 
confident that the link is legitimate.  Please notify Joseph Turner if you receive a suspicious 
email so that we may investigate. 
 
If you suspect that your computer has been compromised in any way, please report it to your 
local technician and to Joseph Turner, Network Administrator immediately. 
 
Thank you in advance for your part in protecting the integrity of our data and 
network. 


